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- Introduction
A Mobile Network Operator (MNO) is made up of
many departments such as RAN, CS-Core, PS-Core,
IP-Core, IMS- Core, and Transmission. Each of these
departments has its own set of equipment and each
piece of equipment could have thousands of
parameters that need to be configured for it to
operate in the network.

All of these pieces of equipment that are deployed in
various domains are interconnected. Therefore, for a
network to operate at peak efficiency, all the

Equipment Failure
Equipment failure leads to a loss of revenue. Not
knowing about the failure leads to further revenue
loss. A failure in one department can lead to a failure
in another department. Unfortunately, in most
operators, there is no central department that deals
with all network equipment and network assets.
Network equipment management is a company-wide
activity.

equipment needs to function optimally, like a well-

Dimensioning

oiled

equipment

Even without equipment failures, it is important for a

creates issues for the subscriber in one way or

machine.

Any

misconfigured

network operator to know that the equipment

another.

installed to service a particular site is optimally
dimensioned.

“

Considering the number of pieces of
equipment in a mobile network and all the
parameters that need to be configured,
effective management of network
equipment is both complex and difficult

The

equipment

must

have

the

appropriate capacity. Too little capacity will affect
the subscriber experience and generate less revenue

”

Without clear visibility of the configuration of all the
equipment in the network on an ongoing basis, most
network operators struggle with this complexity.

than should be possible. Too much capacity means
that money has been wasted buying equipment that
is not being fully used. Equipment that is not
functioning at peak efficiency represents a wasted
investment.

Configuration Errors
Mobile operators spend a substantial amount of

From time to time equipment that is installed in a

money to purchase equipment in order to offer a

network is incorrectly configured. There may even be

good quality network to their subscribers. However,

instances where equipment is not configured at all.

due to various factors discussed later in this paper,

Such un-configured assets sit idle in the network,

equipment might not be configured optimally when it

not contributing to revenue generation. Assets might

is initially installed.

be active assets that can be managed remotely, or
they might be passive assets that have to be

Even when equipment is correctly configured at
installation,

the

ever-changing

mobile

network

requires many configuration changes and errors can
be introduced with upgrades & downgrades to
network equipment.

To maintain a network at peak efficiency it is
necessary to know the current status of every piece
of equipment and to ensure that:

•

Equipment failure is promptly identified;

•

Dimensioning is appropriate;

•

Each asset is optimally configured at all times.

managed physically. Both types of assets, if
mismanaged, have financial implications for the
MNO.
The people who will usually be aware of equipment
failure or misconfigurations first are the subscribers.
They won’t know the details, but they will know if the
network is down or not performing as expected. This
can lead to unhappy subscribers and to an increase in
churn. It is preferable for the network operator to be
pre-emptive about these issues and to find and fix
problems before subscribers become aware of them.
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- Introduction (Cont.)
Under-utilisation of assets has serious financial
A Mobile Network Operator (MNO) is made up of
implications
for the
MNO
both CS-Core,
in termsPS-Core,
of the
many
departments
such
as RAN,
IP-Core,
IMSCore,
and
Transmission.
Each
of
these
purchase of equipment as well as the potential
loss
departments has its own set of equipment and each
of customers. Network equipment is costly, with
piece of equipment could have thousands of
operators spending
millions
dollars every
parameters
that need
to be of
configured
for ityear
to
operate
in the
network.
buying new
assets
to upgrade their networks. Failure
to use these assets at peak efficiency comes with a
price.

- Why do these problems exist?
Planning,

building,

operating,

optimising

and

managing a telecommunications network is a very
complex undertaking.
Network elements are:

•

Numerous

•

Managed by multiple systems

•

Provided by multiple vendors

•

Used across multiple technologies

•

Used in multiple domains

Each vendor has its own way of presenting and
managing the various data sets and parameters.
Imagine a RAN department dealing with five

Even the most competent of engineers can be subject
to human error which can occur as a result of
insufficient training on new equipment (maybe the
vendor was recently changed), repetitive work that
doesn’t need much conscious thought, having to do
too many complex tasks or being under time pressure.
There are many departments working on any
particular site at any time.
They might be doing?

•
•
•
•
•

Commissioning
Upgrades
Configuration
Decommissioning
Optimisation

technologies, each provided by multiple vendors
(usually 2-6 vendors per domain). This network

Even if the likelihood of an engineer making an error

could have more than 25 000 sites with 32 – 40

is tiny, the number of aspects to be managed is so

active assets per site. Doing the math generates

huge that even rare errors can have a significant

huge numbers of network assets to be managed.

effect on the network.

Also consider the hundreds or thousands of
parameters that need to be configured to optimum
values for every single piece of network equipment.

Looking at the situation from a high level, various
teams are focusing on various aspects of the
network

at

different

times.

There

are

many

and

needed

in

asset

This level of complexity makes it is extremely

stakeholders

difficult for the operator’s network engineers to

management but there is no centralized automated

detect and correct anomalies in the network.

database where the engineers can do analytics on

involved

the hardware. There is no visibility of the current
The movement of staff from department to
department as well as staff turnover all contribute to
the difficulties in equipment management.

state of the network. Basically, nobody knows how
efficiently the network or the equipment in it is
operating.
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- Auditing: As important for mobile networks as for finance
The word “audit” is deﬁned as “a systematic review
A Mobile Network Operator (MNO) is made up of
or assessment
of something”.
many
departments
such as RAN, CS-Core, PS-Core,
IP-Core, IMS- Core, and Transmission. Each of these
departments has its own set of equipment and each
Globally,
arecould
aware have
of the obligations
piece
ofcompanies
equipment
thousands and
of
parameters
that
need
to
be
configured
it to
beneﬁts of independent ﬁnancial auditing,for
regularly
operate in the network.
conducted to provide an objective view of a

company’s ﬁnancial statements.
Independent auditing promotes transparency and
accuracy, reduces the risk of error, concealment,
underhand dealings and it increases the value and
credibility of the ﬁnancial statements produced by

- Auditing Benefits
Incorrect configuration can be identified
Equipment that is incorrectly configured
will not operate at peak efficiency;

Movement of boards can be tracked and
boards that have not been used can be
traced
It has been known for a vendor to install
boards in one site, be paid for them,
relocate the same boards to another site
and be paid for them again;

management, thereby reducing investor risk and
decreasing cost of capital.

Network audits increase revenue, reduce
costs, and simplify operations
By applying principles of ﬁnancial auditing to the
technical attributes of a telecommunications
network, similar beneﬁts can be derived from
auditing the network. From processes and
procedures to assets and systems, independent
audits offer useful insights into an extremely
complex environment. The results of these audits
assist operators in identifying areas of the
network that can be improved, to ultimately
increase the mobile network operator’s bottom
line.

“

Independent audits offer useful insights
into an extremely complex environment.

”

Incorrectly utilised licenses can be
tracked
Each piece of hardware in the network
provides features. These features need
to be licensed. If an item of equipment is
capable of handling 1020 customers but
the licence only allows 400 customers,
either the equipment has more capacity
than needed on the site, or a larger
capacity licence is needed;

Un-licensed hardware can be tracked
The network might contain equipment
that has not been licensed and cannot be
used;

Incorrect configuration can be identified
Equipment that is incorrectly configured
will not operate at peak efficiency;

Capacity improvements can be identified
An audit might reveal equipment that has
more capacity than is needed for the site
where it is being used. That equipment
could be replaced by similar equipment
with less capacity before moving it to a
site where higher capacity is needed;
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- Auditing: As important for mobile networks as for finance
A Mobile Network Operator (MNO) is made up of
many
departments
such as(Cont.)
RAN, CS-Core, PS-Core,
- Auditing
Benefits
IP-Core, IMS- Core, and Transmission. Each of these
departments has its own set of equipment and each
can could
be increased
piece of Revenue
equipment
have thousands of
parametersOptimal
that need
to be configured
for it can
to
dimensioning
of equipment
operate in increase
the network.
revenue from congested sites.
Assets that are active and correctly
configured generate revenue;
Cost can be improved by delaying
purchase of new equipment
Moving network equipment to sites where
the equipment capacity matches the
supply needs will mean that the purchase
of new equipment can be delayed.

- Challenges to comprehensive mobile
network auditing
The complexity and sheer volume of equipment in a
typical mobile network these days, as already
described, make network auditing a rather tedious
and laborious task.

Although it is possible to manually detect errors and
inactive equipment in the network by querying each
node individually via the various OEMs’ NMS
systems or conducting physical site visits, it would
require signiﬁcant effort from the operational and
engineering teams, adding additional workload to an
already resource-strapped workforce.
And although a once-off or periodic network audit
may highlight anomalies and improve network
performance temporarily, this is not enough as
anomalies can creep in with every change or
addition to the network.
Basically, the problem with manual audits is that
they need a lot of resources, both people and time.
And all the results from the different auditing teams
need to be reconciled. By the time the audit has
been completed and signed off, the network has
changed.

New equipment will have been installed, old equipment
will have been removed, different vendors will be
involved, and different hardware will have been
reconfigured.
Manual audits focus on specific aspects of a network,
not on the entire network. They provide temporary
solutions.
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The Solution: An Independent, Automated Auditing System
Regular, independent, automated audits are needed

These boards, combined with the relevant licenses,

to ensure that the network maintains a consistent

provide the channel elements for the NodeBs, which

level of performance.

are needed to assign voice and data resources to
the UE.

An

integrated

and

automated

audit

solution,

regularly highlighting and correcting inaccurate

The boards had been installed but not configured so

assets in the network, will ensure that each asset

they represented an investment that was not being

deployed

conﬁgured,

used. Based on the unit cost of each UBBP and

contributing to the revenue generation within the

WBBP board, it meant that some $1.35M of

operation.

equipment had been sitting idle in the network.

is

active

and

correctly

The key to comprehensive network auditing is a
centralised

system

telecommunications

connected

to

network

elements,

all

automatically extracting network information.
This allows repeatable, automated, auditing checks-

The operator activated boards on those sites
that were experiencing CE congestion.
More importantly, the operator reduced the
budget for new boards for the following year.

and-balances to be performed across the entire
telecommunications network, irrespective of vendor,
domain or technology.
UMTS: Un-configured WBBP and UBBP boards

Making the network visible makes management
control of the components possible. More effort can
be applied to making the network as efficient as
possible rather than to just making sure that it is
working.
Intelligent reporting identifies problems in the
network for the engineers to resolve. Inactive assets
can be identified. License usage information is
available to ease the license management.

- Case Study
During an automated network audit project for a Tier
1 mobile network operator, 519 un-configured UBBP
and WBBP boards were discovered.

The graph above shows the NodeBs where the WBBP and UBBP boards have been
installed, but not configured. These appear as greyed out on M2000 when looking at the
graphical board diagrams. It is advised to configure the boards where there is a channel
element congestion on the NodeB, or remove the boards and install and configure them
on other NodeBs with channel element congestion.
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- Conclusion
The network equipment, including both
active and passive assets, affects the
network
quality,
revenues
and
customer experience. It needs to
operate at peak efficiency.
Networks change on a daily basis. To maintain a
network at peak efficiency, auditing needs to be an
ongoing process. Current auditing processes require
large amounts of resources and time.
They don’t provide a centralised view of the entire
network and by the time they are complete they will
be outdated because the network will have changed.
The auditing of network equipment needs to be
automated. It needs to give a current view of the
network. The results of that auditing need to be
held in a centralised database from where routine
updating can be carried out automatically.
Problems should be resolved as soon as they are
identified. Having a model of the network allows it to
be managed and improved.
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ABOUT DIGITATA LIMITED

ABOUT 4SIGHT HOLDINGS

Digitata Limited is a multinational technology
company, focused on providing Industry 4.0
solutions to the telecommunications industry
across the areas of revenue management,
customer engagement through gamification
and mobile network management.

As a multi-national diversified investment
holding Group, we leverage our subsidiaries’
extensive product and services portfolio of
Industry 4.0 technology solutions, to create
impact that empowers customers to make
better and more informed decisions in the
modern digital economy.

Our

intelligent

pricing

solutions

and

customer

engagement technology (incorporating gamification)

Our business model is to enable our subsidiaries to

ably assist mobile operators in maximising revenue and

take advantage of various products and solutions

advancing their digital transformation journey.

within our Group of companies, to deliver digital
transformation solutions to their customers.

Our mobile network management

offering adds

efficiencies to mobile operators of all sizes with

Our subsidiaries focus on a cross section of

solutions that monitor, audit, control and automate

established, new and emerging technologies. This

quality of service and customer experience.

includes (but is not limited to) Autonomous and
Artificial Intelligence (AI) solutions with Machine
network

Learning, Big Data, Cloud and Business Intelligence

vendors, brands and agencies to offer their customers

solutions, Simulation, Augmented and Virtual Reality

greater value and enhanced customer experiences.

solutions.

Our

solutions

enable

mobile

operators,

This is achieved through the application of machine
learning and automated intelligence across our range

These technologies manifest in the various solutions

of products and services.

we deliver to customers in the telecommunications,
mining, manufacturing, energy, chemicals, private and
public sector.
4Sight Holdings is now positioned as the “Digitalisation
partner of choice ”for customers to embark on and take
advantage of the Fourth Industrial Revolution journey.
.
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